
Stewards Academy 
 

 

ICT KS4 Year 10 Spring 2 Blended Learning Booklet 

Networks 

Name: 

Form: 

 

 

 

• Use BBC Bitesize for any research you may need to carry out to complete this book. 

• You can also use the website www.TeachICT.com  

Username: cm187nq   

Password: python4  

 

• GCSE POD 

• YOU TUBE Channel – AQA Tutor  

 

 

 

 

 

 

 

 

 

 

 

 

 

  

http://www.teachict.com/


Stewards Academy 
 

 

GCSE 
Elements:              

 Networks 

Knowledge and Understanding Skills 

A
ll 

kn
o

w
le

d
ge

 a
n

d
 u

n
d

e
rs

ta
n

d
in

g 
e

le
m

e
n

ts
 c

o
u

ld
 p

o
te

n
ti

al
ly

 b
e 

o
n

 P
ap

er
 2

 o
f 

th
e 

e
xa

m
s.

  

Th
e 

e
n

d
 o

f 
u

n
it

 e
xa

m
 w

ill
 in

cl
u

d
e

 e
le

m
e

n
ts

 o
n

 o
th

e
r 

to
p

ic
s 

su
ch

 a
s 

w
ri

ti
n

g 
al

go
ri

th
m

s,
 b

in
ar

y 
ad

d
it

io
n

 a
n

d
 lo

gi
c 

ga
te

s.
 

 

1. Be able to understand the need for, and 
importance of network security. 

2. Be able to explain the need for, and importance 
of authentication. 

3. Be able to explain the need for, and importance 
of encryption. 

4. Be able to explain the need for, and importance 
of firewalls. 

5. Be able to explain the need for, and importance 
of MAC address filtering. 

Pupils will need to be able to answer exam 
questions on all these topics.  
 
Pupils will need to be able to respond to 
feedback given to improve knowledge and 
understanding. 
 
Pupils will need to identify areas of 
improvement and dedicate time to revise on 
these areas.  1. Be able to describe the TCP/IP protocol stack. 

2. Be able to describe what protocols operate at the 
different layers of the TCP/IP protocol stack. 

3. Be able to describe the advantage of using the 
TCP/IP protocol stack. 

4. Be able to define the term network protocol. 
5. Be able to explain the purpose and use of HTTP, 

HTTPS, FTP, SMTP, IMAP, POP. 

1. Be able to define the term network protocol. 
2. Be able to explain the purpose and use of the 

Ethernet family of protocols. 
3. Be able to describe what a MAC address is. 
4. Be able to explain the purpose and use of TCP/IP. 
5. Be able to describe what an IP address is. 
6. Be able to describe how information is 

transmitted across a packet-switched network. 
7. Be able to explain the purpose and use of UDP. 

1. Be able to describe a personal area network. 
2. Be able to describe a local area network. 
3. Be able to describe a wide area network. 
4. Be able to explain the bus network topology. 
5. Be able to explain the star network topology. 

1. Be able to define what a computer network is. 
2. Be able to discuss the advantages and 

disadvantages of computer networks. 
3. Be able to discuss the network hardware that is 

required to setup a network. 
4. Be able to compare and contrast different wired 

transmission media. 
5. Be able to describe the Wi-Fi and Bluetooth 

communication protocols. 
6. Be able to discuss the benefits and risks of 

wireless networks as opposed to wired networks. 
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Lesson 1 

1. Be able to define what a computer network is. 

2. Be able to discuss the advantages and disadvantages of computer networks. 

3. Be able to discuss the network hardware that is required to setup a network. 

4. Be able to compare and contrast different wired transmission media. 

5. Be able to describe the Wi-Fi and Bluetooth communication protocols. 

6. Be able to discuss the benefits and risks of wireless networks as opposed to wired 

networks. 

DART 

 

 

DIRT - Read the information on the PowerPoint from class charts 

What is a network? 

What is a network? 

__________________________________________________________________________________

__________________________________________________________________[1] 

What is the purpose of a network? 

__________________________________________________________________________________

__________________________________________________________________[1] 
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Give two advantages of networking computing devices together? 

__________________________________________________________________________________

__________________________________________________________________[2] 

Give a disadvantage of networking computing devices together. 

__________________________________________________________________________________

__________________________________________________________________[1] 

Give two advantages of networking computers in a secondary school. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

_______________________________[4] 

 

Give two disadvantages of networking computers within a home. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

_______________________________[4] 

 

What piece of network hardware is required to allow Wi-Fi devices to connect to a network? 

__________________________________________________________________________________

__________________________________________________________________[1] 

What is the purpose of a network switch? 

__________________________________________________________________________________

__________________________________________________________________[1] 

Give two differences between a switch and a hub. 

__________________________________________________________________________________

__________________________________________________________________________________

___________________________________________________________[2] 

 

 

Give an advantage of Ethernet cable over Fibre optic cable. 

__________________________________________________________________________________

__________________________________________________________________[1] 
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A school has two buildings. Both buildings need to have wired networks installed in them. These 

wired networks will require a lot of cabling and the school hope to utilise the existing phone 

networks in the buildings. The school also want to connect the two buildings networks together 

across the playground using a high-speed connection. 

 

Choose cabling for each building and across the playground and explain why that cabling was 

chosen. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

_______________________________[4] 

Name two wireless communication protocols used in computer networks. 

__________________________________________________________________________________

__________________________________________________________________[2] 

Give two advantages of wireless networks. 

__________________________________________________________________________________

__________________________________________________________________[2] 

Give two disadvantages of a wireless network. 

__________________________________________________________________________________

__________________________________________________________________[2] 

A busy shopping centre wants to setup guest network so that customers visiting the shopping centre 

can have a constant and reliable internet connection regardless of where they are in the shopping 

centre. 

 

Should the shopping centre setup a wired or wireless network for their customers to use? Justify 

your answer. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

______________________________________[2] 
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Lesson 2 

1. Be able to describe a personal area network. 

2. Be able to describe a local area network. 

3. Be able to describe a wide area network. 

4. Be able to explain the bus network topology. 

5. Be able to explain the star network topology. 

 

Video link - https://www.youtube.com/watch?v=DXCNsm4H8f8 

Video link - https://www.youtube.com/watch?v=f_JolI-WXQc 

 

 

 

https://www.youtube.com/watch?v=DXCNsm4H8f8
https://www.youtube.com/watch?v=f_JolI-WXQc
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DIRT - Read the information on the PowerPoint from class charts 

What is a network? 

__________________________________________________________________________________

______________________________________[1] 

Describe a local area network. 

__________________________________________________________________________________

____________________________________________[1] 

Describe a wide area network. 

__________________________________________________________________________________

____________________________________________[1] 

Describe a personal area network. 

__________________________________________________________________________________

____________________________________________[1] 

Give a difference between a LAN and a WAN. 

__________________________________________________________________________________

____________________________________________[1] 

Give another difference between a LAN and a WAN. 

__________________________________________________________________________________

____________________________________________[1] 

Give an example of a PAN. 

__________________________________________________________________________________

____________________________________________[1] 

Give an example of a WAN. 

__________________________________________________________________________________

____________________________________________[1] 

Give an advantage of a computer network. 

__________________________________________________________________________________

____________________________________________[1] 

Explain the difference between a PAN and a WAN. 

__________________________________________________________________________________

____________________________________________[2] 

What does a network topology describe? 

__________________________________________________________________________________

____________________________________________[1] 
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Describe a bus topology. You may use a diagram. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

______________________________[1] 

Describe a star topology. You may use a diagram. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

____________________________[1] 

Give an advantage of the bus network topology. 

__________________________________________________________________________________

________________________________________________________________[1] 

Give a disadvantage of the bus network topology. 

__________________________________________________________________________________

________________________________________________________________[1] 

Give an advantage of the star network topology. 

__________________________________________________________________________________

_______________________________________________________________[1] 

Give a disadvantage of the star network topology. 

__________________________________________________________________________________

________________________________________________________________[1]  



Stewards Academy 
 

 

A cinema uses a Local Area Network laid out in a star topology. The LAN is used to connect customer 

service tills and self-service kiosks to enable staff and customers to book tickets simultaneously. 

 

Give two reasons why the cinema may have chosen to use a star topology. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________[4] 

A small company of six employees has decided to set up a LAN in their office. 

 

 Give two advantages of the company setting up a LAN. 

__________________________________________________________________________________

______________________________________________________________[1] 

Give a difference between a LAN and a WAN. 

__________________________________________________________________________________

_______________________________________________________________[1] 

Which network topology should the company use to layout their LAN? 

__________________________________________________________________________________

_______________________________________________________________[1] 
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The requirements of the company’s network are that: 

 

• Each employee requires their own desktop computer. 

• Employees will also have work laptops that will need to be able to connect to the 

network wirelessly. 

• There will be a single internet connection shared by the entire network. 

• A file server and two printers are also required. 

 

Draw a diagram showing the topology of the company’s network labelling each of the 

required devices stated above. 

 

 

 

 

 

 

 

 

 

 

 

 

[6] 

Which wired transmission media should the company use in their network? 

Justify your answer. 

__________________________________________________________________________________

________________________________________________________________[2] 
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Lesson 3 

1. Be able to define the term network protocol. 

2. Be able to explain the purpose and use of the Ethernet family of protocols. 

3. Be able to describe what a MAC address is. 

4. Be able to explain the purpose and use of TCP/IP. 

5. Be able to describe what an IP address is. 

6. Be able to describe how information is transmitted across a packet-switched network. 

7. Be able to explain the purpose and use of UDP. 

DART 

 

DIRT - Read the information on the PowerPoint from class charts 

What is a network protocol? 

__________________________________________________________________________________

____________________________________________[1] 

Explain the use of the Ethernet family of protocols. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________[1] 

What is a Media Access Control address? 

__________________________________________________________________________________

____________________________________________[1] 

Why might a computing device have multiple MAC addresses? 

__________________________________________________________________________________

____________________________________________[1] 

A media access control address is represented by 12 hexadecimal digits. 

What do the first 6 digits represent? 

__________________________________________________________________________________

____________________________________________[1] 

What do the last 6 digits represent? 

__________________________________________________________________________________

____________________________________________[1] 
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Why can a MAC address never be changed? 

__________________________________________________________________________________

____________________________________________[1] 

 

What is a network protocol? 

__________________________________________________________________________________

____________________________________________[1] 

Explain the use of the Transmission Control Protocol (TCP). 

__________________________________________________________________________________

____________________________________________[1] 

Explain the use of the Internet Protocol (IP). 

__________________________________________________________________________________

____________________________________________[1] 

Explain the use of Transmission Control Protocol / Internet Protocol. 

__________________________________________________________________________________

____________________________________________[1] 

What is an Internet Protocol address? 

__________________________________________________________________________________

____________________________________________[1] 

Give two differences between IP addresses and MAC addresses. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________[2] 
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Below is an algorithm for sending data between two devices connected to a network using TCP/IP. 

Order the algorithm into the correct order. [6] 

Order Algorithm instruction 

 Packets are independently sent across the network 

 A connection is formed between the sending and receiving device 

 Packets are assigned the IP address of the destination device 

 Packets are reassembled into the original data 

 

Packets are error checked on arrival at their destination 
a) If the packet passes the error check, an acknowledgment is sent to the 

sending device 
b) Is the packet fails the error check, a request to resend the packet is sent to 

the sending device 

 Data being sent is divided into packets 

 

What is a network protocol? 

__________________________________________________________________________________

____________________________________________[1] 

Name four data transmission protocols. 

__________________________________________________________________________________

__________________________________________________________________________________

_________________________________________________________________________[4] 

What are data transmission protocols? 

__________________________________________________________________________________

____________________________________________[1] 

Explain the use of the Transmission Control Protocol (TCP). 

__________________________________________________________________________________

____________________________________________[1] 

Explain the use of the User Datagram Protocol (UDP). 

__________________________________________________________________________________

____________________________________________[1] 

Give two differences between TCP and UDP. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________[2] 
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What is a network packet? 

__________________________________________________________________________________

____________________________________________[1] 

What is the purpose of each of the basic parts of a TCP/IP packet header? 

Source address. 

__________________________________________________________________________________

____________________________________________[1] 

Destination address. 

__________________________________________________________________________________

____________________________________________[1] 

Sequence number. 

__________________________________________________________________________________

____________________________________________[1] 

Error check. 

__________________________________________________________________________________

____________________________________________[1] 

Describe a packet-switched network. 

__________________________________________________________________________________

____________________________________________[1] 

What is packet switching? 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________[1] 
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Lesson 4 

1. Be able to define the term network protocol. 

2. Be able to explain the purpose and use of HTTP, HTTPS, FTP, SMTP, IMAP, POP. 

Video link 

https://www.youtube.com/watch?v=IKFVRoCH0fg&list=RDCMUC0HzEBLlJxlrwBAHJ5S9JQg&start_ra

dio=1&t=295 

DIRT - Read the information on the PowerPoint from class charts 

What is an application protocol? 

__________________________________________________________________________________

_______________________________________________________________[1] 

What does HTTP stand for? 

__________________________________________________________________________________

_______________________________________________________________[1] 

What does HTTPS stand for? 

__________________________________________________________________________________

_______________________________________________________________[1] 

Explain the purpose of HTTP. 

__________________________________________________________________________________

_______________________________________________________________[1] 

Explain the difference between HTTP and HTTPS. 

__________________________________________________________________________________

_______________________________________________________________[1] 

What does FTP stand for? 

__________________________________________________________________________________

_______________________________________________________________[1] 

Explain is the purpose of FTP. 

__________________________________________________________________________________

_______________________________________________________________[1] 

What does SMTP stand for? 

__________________________________________________________________________________

_______________________________________________________________[1] 

Explain the purpose of SMTP. 

__________________________________________________________________________________

_______________________________________________________________[1] 

What does POP stand for? 

__________________________________________________________________________________

_______________________________________________________________[1] 

https://www.youtube.com/watch?v=IKFVRoCH0fg&list=RDCMUC0HzEBLlJxlrwBAHJ5S9JQg&start_radio=1&t=295
https://www.youtube.com/watch?v=IKFVRoCH0fg&list=RDCMUC0HzEBLlJxlrwBAHJ5S9JQg&start_radio=1&t=295
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Explain the purpose of POP. 

__________________________________________________________________________________

_______________________________________________________________[1] 

What does IMAP stand for? 

__________________________________________________________________________________

_______________________________________________________________[1] 

Explain the purpose of IMAP. 

__________________________________________________________________________________

_______________________________________________________________[1] 

Explain the difference between POP and IMAP. 

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

_________________________________________________________________[1] 

Read the information on network protocols. Take the Test on this topic. 

https://www.bbc.co.uk/bitesize/guides/zp9jpv4/revision/6 

 

Lesson 5 

1. Be able to describe the TCP/IP protocol stack. 

2. Be able to describe what protocols operate at the different layers of the TCP/IP protocol 

stack. 

3. Be able to describe the advantage of using the TCP/IP protocol stack. 

DIRT – Read the information on the PowerPoint on Class Charts. 

What is the TCP/IP protocol stack? 

__________________________________________________________________________________

______________________________________________________________________________[1] 

https://www.bbc.co.uk/bitesize/guides/zp9jpv4/revision/6
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How many layers does the TCP/IP protocol stack have? 

__________________________________________________________________________________

______________________________________________________________________________[1] 

What is an advantage of separating network communication over different layers? 

__________________________________________________________________________________

__________________________________________________________________________________

_______________________________________________________________________________[1] 

In the table below enter each of the four layers of the TCP/IP protocol stack, the protocols that each 

layer uses, and the purpose of each layer. 

Layer Protocols Purpose 

   

   

   

   

[8] 
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Lesson 6 

6. Be able to understand the need for, and importance of network security. 

7. Be able to explain the need for, and importance of authentication. 

8. Be able to explain the need for, and importance of encryption. 

9. Be able to explain the need for, and importance of firewalls. 

10. Be able to explain the need for, and importance of MAC address filtering. 

Video link - https://www.youtube.com/watch?v=_Mu6kunFAAE 

DART 

 

DIRT – Read the information on the PowerPoint on Class Charts. 

What kind of networks require security? 

__________________________________________________________________________________

___________________________________________________________________[1] 

Name four common types of software security used by computer networks. 

__________________________________________________________________________________

____________________________________________________________________[4] 

What is a firewall? 

__________________________________________________________________________________

________________________________________________________________________________[1] 

What is the purpose of a firewall? 

__________________________________________________________________________________

__________________________________________________________________________[1] 

What is a Media Access Control address? 

__________________________________________________________________________________

____________________________________________________________________________[1] 

What is MAC address filtering? 

__________________________________________________________________________________

_____________________________________________________________________________[1] 

https://www.youtube.com/watch?v=_Mu6kunFAAE
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How can MAC address filtering help to protect a computer network? 

__________________________________________________________________________________

____________________________________________________________________________[1] 

What is network security? 

__________________________________________________________________________________

____________________________________________________________________________[1] 

Give two examples of physical security techniques that could be used to protect networks. 

__________________________________________________________________________________

____________________________________________________________________________[1] 

What is the purpose of network authentication? 

__________________________________________________________________________________

____________________________________________________________________________[1] 

Give a form of authentication used by computer networks. 

__________________________________________________________________________________

____________________________________________________________________________[1] 

Give the definition of encryption. 

__________________________________________________________________________________

____________________________________________________________________________[1] 

Describe symmetric encryption. 

__________________________________________________________________________________

____________________________________________________________________________[1] 

Describe asymmetric encryption. 

__________________________________________________________________________________

____________________________________________________________________________[1] 

What are the names of the keys used by asymmetric encryption? 

__________________________________________________________________________________

____________________________________________________________________________[1] 
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Lesson 7 

Questions revision 

 

 

Extra Learning 

This link will take you to the Oak Academy website where you will be able to complete lessons 

related to networks.  

https://classroom.thenational.academy/units/networks-fe4b 

 

Assessment Lesson 

You will have an exam to assess your knowledge and understanding of this topic. 

 

 

 

https://classroom.thenational.academy/units/networks-fe4b
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Light Reading 

 

 

 

 



Stewards Academy 
 

 

 

 


